
 

All organizations, including state agencies and other governmental entities, must be vigilant in combatting 

ever-sophisticated cybercriminals. Spear phishing, in which cybercriminals use target-specific approaches 

and social engineering, is a particularly challenging scam that often circumvents traditional technological 

defenses such as spam filters. 

One Treasury customer recently fell victim to a spear phishing attack based on a legitimate vendor 

relationship. The customer received what appeared to be a legitimate request from a vendor to change the 

bank account information used to process payments. In actuality, the request was sent by a cybercriminal. 
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Remote Deposit Capture (RDC) is a service that allows an 

organization to deposit checks electronically by capturing an image of 

a check and sending the image to the organization’s financial 

institution. The service requires use of a desktop check scanner and 

specialized software (either on-premises or software as a service). 

Because the check image becomes a legal substitute for the paper 

check, scanners must comply with industry standards for image 

quality.  

RDC is an innovative and efficient alternative to processing paper 

checks and can result in enhanced cash flow and reduced processing 

costs—especially for agencies with multiple departments or locations 

receiving checks. Agencies can access RDC through Treasury or 

approved third party vendors. If you are interested in evaluating your 

business needs and available options or have questions regarding 

remittance processing methods generally, contact Customer 

Solutions at customer.solutions@ost.state.or.us. 
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The cybercriminal even provided a falsified bank verification letter. 

The customer subsequently sent payment to what the customer 

thought was the vendor’s new bank account. After the payment was 

sent, the actual vendor contacted the customer indicating payment 

had not been received. It was then discovered that the updated bank 

account information had not been provided by the vendor but that the 

customer had been defrauded by a cybercriminal. The customer is 

currently working to recover some or all of the payment. 

While spear phishing is a sophisticated scam that relies on inside 

information, there are processes that your organization can use to 

avoid becoming a victim. In the example above, the customer could 

have uncovered the fraud by calling the vendor at a known phone 

number and speaking with an authorized individual in order to 

confirm the requested change. When performing such a call-back 

process, it is important to use a phone number already on file and not 

one provided in connection with the requested change. 

Read more about avoiding social engineering and phishing attacks on 

the U.S. Cybersecurity & Infrastructure Security Agency’s blog. 
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