OREGON AIR
NATIONAL GUARD

Oregon Military Department
NGOR-AC/AGR
P.O. Box 14350
Salem, Oregon 97309-5047

NATIONWIDE ACTIVE GUARD/RESERVE (AGR)
POSITION VACANCY ANNOUNCEMENT

ANNOUNCEMENT NUMBER: AF25-513

POSITION INFORMATION

Open Date: 02-Dec-2024

Close Date: 02-Jan-2025

Position Title: Cyberspace Defense Operations
Unit: 125 STS

Location: 142D Wing, Portland, Oregon
DAFSC 1D791

Minimum Required Skill Level 7

UMD Position Number * 0106533334

Maximum Rank/Grade** SMSgt

Minimum Rank/Grade: MSgt

Projected Start Date: ASAP

Cross-Training Opportunity: NO

Additional Requirements: N/A

WHO MAY APPLY FORTHIS POSITION:

This Announcement Is Open to All Current Members of The Oregon Air National Guard
And Those Eligible for Membership in the Oregon Air National Guard

AREAS OF CONSIDERATION:

Area 1: Current Permanent Full-Time and Traditional Members of The Oregon Air National Guard
Area 2: Those Eligible for Membership in the Oregon Air National Guard

FOR MORE INFORMATION ABOUT THIS POSITION ORTHE UNIT OF ASSIGNMENT, PLEASE CALL:

Section/ Shop Supervisor: A6 / MSGT JOHNSON, DANIEL / EMAIL: daniel.johnson.43@us.af.mil

HR Liaison: MSGT JACOB KELLEY / EMAIL: JACOB.KELLEY@US.AF.MIL

*Vacancy And Grade Contingent on Resource Availability
**Promotion To the Highest Grade May Not Be Supported by The Units Manning Authorizations
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ELIGIBILITY AND ENTRY REQUIREMENTS INTO THE AGR PROGRAM

e Member Must Meet All Eligibility Criteria in ANGI 36-101, The Active Guard/Reserve Program.

e Member Will Be Required to Hold a Compatible Military Assignment in The Unit They Are Hired to Support.

e Member’s Military Grade Will Not Exceed the Maximum Military Duty Grade Authorized on The Unit Manning
Document (UMD) For the Position.

e Member Must Meet the Physical Qualifications Outlined in DAFMAN 48-123, Medical Examination and
Standards, Attachment 2 Before Being Placed on An AGR Tour.

e Member Must Have Retainability to Complete the Tour of Military Duty.

e Member Must Not Be Eligible for Or Receiving a Federal Retirement Annuity.

e Member Must Comply with Standards Outlined in DAFMAN 36-2905, Fitness Program to Be Eligible for Entry
into The AGR Program.

e Member Must Hold Required AFSC Or Be Eligible for Retraining (If Applicable) And Meet All Eligibility Criteria
In AFECD/AFOCD

ADDITIONAL INFORMATION
e AGR Members Will Participate with Their Unit of Assignment During Regular Scheduled Drill (RSD).
e AGRTour Lengths in The State of Oregon Are Governed by Director of Staff - Air

o Initial AGR Tours In Oregon Will Not Exceed 3 Years; Follow-On Tours Will Be From 1 To 6 Years, Per ANGI 36-
101 And Orang Force Management Policy

o Selectee Will Be Required to Participate in The Direct Deposit Electronics Funds Transfer Program.

e Alaw Enforcement Background Check May Be Required Prior To Appointment to This Position; By Submitting
a Resume or Application for This Position, You Authorize This Agency to Accomplish This Background Check.

e AGR Service in The Oregon Air National Guard Is Governed by Applicable AFIl, ANGI, Selective Retention
Review Boards (SRRB) And Command Policy Memorandums (CPM)

APPLICATION REQUIREMENTS AND INSTRUCTIONS

You MUST submit ALL required documents IAW this announcement. Written explanation is required for any missing
documents. Allapplicants are strongly encouraged to thoroughly review all application procedures prior to contacting
ORANG/HR and especially prior to submitting your application. Applications will not be accepted after the close date
listed on this announcement.

SuBMIT THE FOLLOWING REQUIRED DOCUMENTATION:

NGB Form 34-1, Application for Active Guard/Reserve (AGR) Position, Form Version Dated 11 Nov 2013
o NGB FORM 34-1: https://www.ngbpmc.ng.mil/Portals/27/forms/ngb%20forms/ngb34-1.pdf?ver=2018-09-28-105133-833

o Application must be completely filled out
o TypeorPrintin Legible Dark Ink, Sign, and Date the application OR Digitally Sign
e  Current Report of Individual Personnel (RIP)
o  RIP must show ASVAB Scores
o Skill level commensurate with grade
e Fitness Report
o Current, Passing score at time of submission and through announcement close date
o Form 469 is required for exemptions on most recent fitness assessment even if expired
e Official AF Form 422 current within 12 months only if Cross-Training Opportunity is applicable

e Other Required Documents:
Last 3 EPB/OPBs
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APPLICATION SUBMISSION INSTRUCTIONS

e Email applications to: 142.WG.JFHQ-OR-AC-AGR.Org@us.af.mil
e E-Mail Subject Line should be the Announcement Number and Last Name ONLY (Example: AF24-XXX - Doe)
e Alldocuments should be consolidated into a SINGLE PDF, in the order listed above
o File Name will be: Announcement number and Last Name (Example: AF24-999 - Doe)
o Documents not combined will be attached and labeled with the same naming convention (AF24-999
—Doe-1)
o Do notuse the Portfolio feature
e Limitfile size to less than 5MB

CLIcK HERE FOR OREGON AIR NATIONAL GUARD VACANCY PosITIONS (OMD)

CLICK HERE FOR TECHNICIAN VACANCY ANNOUNCEMENTS (USA JOBS)

Technician Vacancy Announcement Number N/A

DESCRIPTION OF DUTIES

2.1. The available duties and responsibilities can encompass:

2.2. Enterprise Operations delivers enduring cyber mission capabilities. Enterprise Operations includes all applicable
statutes, but specifically the designing, building, provisioning, maintaining, and sustaining information systems,
including warfighter communications, within the Department of the Air Force (DAF). The Department of Defense
Information Network (DoDIN) operations mission includes operational actions taken to secure, configure, operate,
extend, maintain, and sustain DoD cyberspace and to create and preserve the confidentiality, availability, and integrity
of the DoDIN's digital terrain and physical infrastructure.

2.3. Mission Defense Activities conducts targeted defense of the DoDIN and other DoD systems to execute DAF
operations. Operations focus on identifying, locating, and defeating specific threats that compromise the security of the
communications, information, electromagnetic environment, or industrial systems through defensive and protective
measures within a specified operational area. Operations in contested, degraded, and denied environments to include
but not limited to DoD networks, airborne platforms, austere environments, AOC/JOCs (Air & Space Operations
Center/Joint Operations Center), Weapons Systems, ICS (Industrial Control Systems) & SCADA (Supervisory Control
and Data Acquisition) systems, and other interconnected devices that play a role in mission effectiveness.

2.4. Data Operations enables data driven decisions through delivering the employment of information operations and
software development methodologies. Operations modernizes and enhances warfighter and weapon system/ platform
capabilities through the rapid design, development, testing, delivery, and integration of reliable, secure
mission-enabling systems. Operates and maintains automated data solutions designed to aggregate, secure and display
mission relevant data to facilitate rapid data driven decisions.

2.5. Expeditionary Communications delivers cyber capabilities in austere and mobile environments. Expeditionary
Communications includes all applicable statutes, but specifically datalinks, the building, operating, maintaining,
securing, and sustaining of tactical and communications networks when needed to support warfighter requirements,
systems employed in austere, mobile, and/or expeditionary environments, to provide command and control in support
of Air and Space Force missions.

SPECIALTY QUALIFICATIONS:

3.1. Knowledge. Knowledge is mandatory of: principles, technologies, capabilities, limitations, and cyber threat vectors
of servers, clients, operating systems, databases, networks and related hardware and software. Cybersecurity principles
include; national and international laws, policies, and ethics related to operational cybersecurity; operational risk
management processes; and specific operational impacts of lapses in cybersecurity. Radio propagation factors along
with understanding regulations governing use of the electromagnetic spectrum. The installation and maintenance
management functions include; wire transmission principles; electrical and light wave communications; antenna
fundamentals, and cable testing procedures.

*Other duties as assigned
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