ODHS|OHA Office of Information Services
Register for MFA using the Microsoft

Authenticator App

Note: These instructions were developed for use with i0OS13. For the best experience, follow these
instructions while connected to a strong Wi-Fi access point with your agency-issued iPhone.

Some pictures may vary slightly from what you see on your screen. If you notice a variation from
these instructions, follow the prompts on your computer or iPhone.

You must use an agency computer to register for multi-factor authentication.

1. Open the Microsoft Authenticator app, which is automatically installed on your agency-issued
iPhone.
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2. When the Authenticator App opens, it may prompt you to allow notifications. Tap Allow.

“Authenticator” Would Like to
Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don‘t Allow Allow

3. If you receive the following prompt, tap OK.

We gather non-
personally identifiable |
usage data to help us
improve the app. You
can turn this off in
|settings. Learn more in |
the FAQs available
under the Help menu.
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4. Tap Skip on the next three screens if they appear.

Set up passwordless sign-in
for your pe al Microsoft

Hera for work?

5. On the “Ready to add your first account?” screen, tap on Add account or tap the + symbol in the
upper right.
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= Authenticator

Ready 10 add your first account?

Any Microsot account or other tyse cf
avcount you add will appeer e,

Add account

Alrzady have a bazwp?

ceoint

Aagin rencvery

O

6. Tap Continue on the “Do you have a backup?” screen.

Do you have a backup?

If you add an account, you will no
longer be able to recover from backup.

Cancel Continue
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7. Choose Work or school account on the “What kind of account are you adding?” screen.

ADDING?

WHAT KIND OF ACCOUNT ARE YOU ADD

Personal account

Work or school account ||

Other (Google, Facebook, etc.)

8. Tap OK on the “Access Camera” prompt.

“Authenticator” Would Like to
Access the Camera

May be needed to scan QR code to
add a new account

Don't Allow OK

9. On the Add work or school account pop-up message, tap “Scan QR code”.

Add work or school account

Sign in Scan QR code

10. The “Scan QR code” screen will appear on your agency-issued iPhone. Keep your iPhone nearby
—you’ll use it again later in the process (step #24). If your screen locks, this screen will appear

again once unlocked.

O
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11. From your agency computer (skip this step if you're already logged in)
e (o to https://myprofile.microsoft.com/

e Sign in with your Microsoft account (e.g., Firstname.Lastname@ odhsoha.oregon.gov)
e Click Next

B Microsoft
Sign in

2 odhsoha.oregon.gov

12. Enter your DHS|OHA network password (the same one used to log into your desktop or laptop).
Click Sign in.

© DHS|OHA

1@ odhsoha.oregon.gov
Enter password
|

Sgn in

13. Click Security info on the left.

2 Overview

5, Security info

O Devices
@, Password
F=1 Organizations

O Privacy

Fp My sign-ins (preview)
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14.Click + Add method on the “Security info” screen. Some users may have an Office phone listed if
their phone number is listed in Active Directory.

iOum ON ENTERPRISE

| My Sign-Ins ~

2 Overview Secu I’Ity |nf0

These are the methods you use to sign into your account or reset your password.
5, Security info
Set default sign-in method

B4 Organizations

}- Add sign-in methed

15. Select “Authenticator app” from the drop-down list, then click Add.

Authenticator app

16. Click Next on the “Start by getting the app” screen.

Start by getting the app

o On your phone, install the Microsoft Authenticator app v
After you install the Microsoft Authenticator app on your de
- e 4.9 . 0 . '

c.‘ nc“' “

17. Click Next on the “Set up your account” screen.

Set up your account

5|Page
Questions? Chat live with an OIS Service Desk technician using Service Desk Chat or call 503-945-5623



https://dhsoha.sharepoint.com/teams/Hub-ODHSOHA-OIS/SitePages/How-to-use-live-chat-(OIS).aspx

18. The “Scan the QR code” screen will appear on your computer. Do not click Next.

Microsoft Authenticator X

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

‘ Can't scan image? |

T | EEE

19. Pick up your agency-issued iPhone, once unlocked, the “Scan the QR code” screen should
appear. Hold the iPhone up to the computer screen and center the viewfinder on the phone over
the QR code on the computer screen. The Authenticator app on your iPhone will automatically

scan the code on your computer.

of: Authentizator

5cen the CR ccde

Jse he Microsdt Authentica'or app te s:an the CR cocde. The will cornect the Micnso® Autherbcator

Fp wihyour acount
yoaln

N
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If your iPhone can’t read the code, click Can’t scan image? on your computer and tap Or enter
code manually on your iPhone. Enter the Code and URL provided into the Add Account screen
on your iPhone

o | b PR [T
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Can't scan image?

Enter the following into your app:

Code: 241091270 DY

|URL: https://co1napad01.na.phonefactor.net/pad/052070697 [

O

20.Once the Authenticator app has scanned the code, on your computer click Next on the “Scan the
QR code” screen.

Microsoft Authenticator X

Scan the QR code

henticator app to scan the QR code. This will connect the Micresoft Authenticator

e, choose "Next™

Can't scan image?
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21.A “Let’s try it out” screen will appear on your computer and display a number. Enter this number
on your iPhone in the Microsoft Authenticator app. Once entered, tap Yes.

i o ™,
' I - 3
s by Wbt a g 3
N L
Microsoft Authenticator v [ ——
Let's try it out
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22.0nce you approve the sign-in, you'll see a “Notification approved” screen on your computer. Click
Next.

23.You’re DONE! configuration for Microsoft Authentication App is now completed. You can
perform multi-factor authentication whenever required on DHS|OHA applications or systems.
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