Please do not reply to this message. If you have questions, contact the OIS
Service Desk at 503-945-5623 or dhs.servicedesk(@state.or.us

Date: October 14, 2009

To: All DHS employees

From: Kyle Miller, DHS Information Security Officer
Subject: Potentially malicious e-mail phishing scam

A recent series of phishing e-mails have been received by DHS employees.
Responding to these messages could infect your computer with a virus or
compromise the security of your user ID or password.

The content of the message varies, but the intent is to fool you into thinking
that our DHS computer technicians have performed maintenance on your e-
mail account and that you must verify or provide information to complete the
maintenance. Sample pictures of the e-mails are below.

If you receive an e-mail similar to these, do not reply and do not click on
Internet links contained in the e-mail. When possible, DHS is blocking these
e-mails and the web addresses they contain.

Motad [Dmnems t Messags Source |
Frome The Helpdask Program” «info@helpdesk. com > 101272009 1204 F
]
Subjeck The Helpdesk Program

The Helpdesk Program that periodically checks the size of vour e-mail space 15 sending vou
this information. The program runs weekly to ensure vour inhbox does not grow too large, thus
preventing vou from receiving or sending new e-mail.

As this message is being sent, vou have 18 megabytes (MB) or more stored in vour inbox. To
help us reset vour space in our database, please enter yvour current user

name ) passworid ( )

You will receive a periodic alert if vour inhox size is between 18 and 20 XB. If vour inbox size
iz 20 AMB. a program on vt
directory to ensure vou ca

Mail |Prnperﬁes I Message Source I

From: “operator @dhs.state.or.us”™ <operator @dhs.state.or.us> 10142009 7112
To:

You will be notified this h: Subject: A new settings file for the S &dhs, state,or.us

recerve new e-mail and it~

: ; Dear user of the dhs.state or.us mailing servicel
vour ¢-mail continues to fi
Thank you for your coopel| \wq are informing you that because of the security upgrade of the
Help Desk. _ mailing service your mailbox (il dhs state or.us) settings were
Important: Email Account changed. In order to apply the new set of settings click on the following
link:

http-//dhs state or us/owa'service_directony/settingsphp?
email =yl dhs state or us&from=dhs state or us&fromname =gl

Best regards, dhs.state.or.us Technical Support.
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