
Please do not reply to this message. If you have questions, contact the OIS 
Service Desk at 503-945-5623 or dhs.servicedesk@state.or.us 
 
Date: October 14, 2009 
To: All DHS employees 
From: Kyle Miller, DHS Information Security Officer 
Subject: Potentially malicious e-mail phishing scam 
 
A recent series of phishing e-mails have been received by DHS employees. 
Responding to these messages could infect your computer with a virus or 
compromise the security of your user ID or password. 
 
The content of the message varies, but the intent is to fool you into thinking 
that our DHS computer technicians have performed maintenance on your e-
mail account and that you must verify or provide information to complete the 
maintenance. Sample pictures of the e-mails are below. 
 
If you receive an e-mail similar to these, do not reply and do not click on 
Internet links contained in the e-mail. When possible, DHS is blocking these 
e-mails and the web addresses they contain. 
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