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Definition of Corporate Governance: The combination of processes and structures
implemented by the board in order to inform, direct, manage, and monitor the activities
of the organization toward the achievement of its objectives. (11A)

Organizational Governance: Includes policies, processes and structures used by
organizations to:

Direct and Control their Activities

Achieve their Objectives

Protect the Interest of Stockholders (Government = Stakeholders)

All in an Ethical Manner

A solid governance structure includes:
e Expectations: Strategic plan, policies and procedures
e Communications: Training so that organization understands its role in the
expectations
e Accountability: Toward achieving expectations

Risk Definition: The possibility of an event occurring that will have an impact on the
achievement of objectives. Risk is measured in terms of impact and likelihood. (11A)

Risk Management: A process that defines how the organization:
e ldentifies risks to the achievement of goals and objectives
Measures the significance of each identified risk
Determines the most appropriate business response to each risk
Evaluates and reports on how well the chosen responses are carried out
Characteristics include:
0 Requires an allocation of resources (people, funds, time)
o0 Is defined by policies and procedures
o0 Isan integral part of both the strategic and day-to-day operations of the
organization
0 Is designed to provide reasonable (cost-effective) assurance that the
organization can successfully accomplish its mission

Enterprise Risk Management Definition: a process effected by an entity’s board of
directors, management, and other personnel, applied in a strategy setting across the
enterprise. The process is designed to identify potential events that may affect the entity,
manage risks to be within its risk appetite, and provide reasonable assurance regarding
the achievement of entity objectives. (COSO ERM)

Enterprise Risk Management: An organization-wide or holistic approach to the risk
management process. It should be owned & enforced by Management and be integrated
into operations. Benefits include:

e Reduce the incidence of serious negative surprises
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e Quickly identify emerging risks and problem areas before they escalate and cause
serious harm

Respond to expectations of regulators, stakeholders and others

Make risk and controls understandable

Provide a simple, uniform methodology that is applicable in all environments
Enhance accountability and communication

Continuously eliminate unnecessary controls and add needed controls

Reduce response time for emerging risks

e Focus efforts on important issues and concerns

Definition of Internal Auditing: Internal Auditing is an independent, objective assurance and
consulting activity designed to add value and improve an organization’s operations. It helps an
organization accomplish its objectives by bringing a systematic, disciplined approach to evaluate
and improve the effectiveness of risk management, control, and governance processes. (11A)

Internal Auditors are directed by standards to review governance and risk management; both of which are
crucial sub-processes of management principles and are considered to pose very high risks to an
organization when they are not operating effectively.

International Professional Practices Framework - Institute of Internal Auditors

2110 - Governance

The internal audit activity must assess and make appropriate recommendations for improving the
governance process in its accomplishment of the following objectives:

Promoting appropriate ethics and values within the organization.

Ensuring effective organizational performance management and accountability.
Communicating risk and control information to appropriate areas of the organization.
Coordinating the activities of and communicating information among the board, external
and internal auditors, and management.

2120 - Risk Management
The internal audit activity must evaluate the effectiveness and contribute to the improvement of risk
management processes.

Interpretation: Determining whether risk management processes are effective is a judgment
resulting from the internal auditor's assessment that:
e Organizational objectives support and align with the organization’s mission.
e Significant risks are identified and assessed.
e Appropriate risk responses are selected that align risks with the organization’s risk
appetite.
e Relevant risk information, enabling staff, management, and the board to carry out their
responsibilities, is captured and timely communicated across the organization.
Risk management processes are monitored through ongoing management activities, separate
evaluations, or both.
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Internal Audits Role in Governance:

e EXPECTATIONS: Help draft (review & provide input into) policies, procedures,
processes, guidance to utilize their knowledge and expertise ensuring controls are
built into processes

e COMMUNICATIONS: Assist in designing and delivering training programs on
ethics, risk identification, control options and fraud awareness

e ACCOUNTABILITY: Perform objectives assessments to ensure compliance to
management directives by comparison of actual to criteria and assist in evaluating
processes to ensure efficient operations and effective accomplishment of
objectives

Audit Committee’s Role in Governance:
e Help set Tone at the Top
e Work with Management and the Board
e Provide Communication with Auditors

Management’s Role in Governance: Hired agency/trustee/steward
e Carry out the agency’s mission

Control and protection of the assets

Timely and accurate reporting about performance

Strategic deployment of the assets

Communications: board, stakeholders, employees

In carrying out governance role, management should strive to:
0 Promote Transparence
Help the Board by informed, independent and active
Have a clear and simple strategy that all can repeat
Don’t be defensive
Intellectual honesty
Promote a strong, practical and efficient internal control environment

O O0OO0O0Oo

Internal Audits Primary Role in ERM: Assurance:
e Reviewing the management of key risks
Evaluating the reporting of key risks
Evaluating risk management processes
Giving assurance (or opinion) that risks are correctly evaluated
Giving assurance on the risk management process

Internal Audits Supplemental Role in ERM: Consulting
Facilitating identification and evaluation of risks
Coaching management in responding to risks
Coordinating ERM activities

Consolidated reporting on risks
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e Developing and maintaining the ERM framework
e Championing the establishment of ERM
e Developing risk management strategy for board approval

Management Actions and Decisions in ERM: NOT Internal Audits Role
e Setting the risk appetite

Imposing risk management processes

Management assurance on risks

Making decisions on risk responses

Implementing risk responses on management’s behalf

Accountability for risk management or risk management process

Definition of Internal Control: Internal control is a process affected by an entity’s board

of directors, management, and other personnel, designed to provide reasonable
assurance regarding the achievement of objectives in the following categories:
e Effectiveness and efficiency of operations
e Reliability of reporting
e Compliance with applicable laws and regulations (COSO)

Components of Internal Control:

e Control (Internal) Environment
0 Integrity and ethical values

Commitment to Competence
Board of Directors and Audit Committee
Management’s philosophy and style
Organizational structure
Assignment of authority and responsibility

0 Human resource policies/practices
Objective Setting
Event Identification
Risk Assessment
Risk Response
Control Activities
Information and Communication
Monitoring

O O0OO0OO0O0

For more information:
e www.theiia.org
e www.COSO.org
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Introduce the concept of Enterprise Risk
Management and its potential value to
state government;

Explain various roles state government
personnel play in the process;

Give an example of DAS’s process



Corporate Governance s

As defined by the Institute of Internal
Auditors (l1A): The combination of processes
and structures implemented by the board In
order to inform, direct, manage, and monitor
the activities of the organization toward the
achievement of its objectives.

A solid structure includes: Expectations,
Communications, and Accountability;

Should protect the interest of stakeholders In
an ethical manner!



Risk Definition e

SERWVICES

As defined by the lIA:

The possibility of an event occurring
that will have an impact on the
achievement of objectives. Risk is

measured In terms of impact and
likelihood.



Risk Management

A process that defines how the organization:

ldentifies risks to the achievement of goals
and objectives

Measures the significance of each identified
risk

Determines the most appropriate business
response to each risk

Evaluates and reports on how well the
chosen responses are carried out



Risk Management DAS
Characteristics

SERWVICES

Requires an allocation of resources (people,
funds, time)

|s defined by policies and procedures

Is an integral part of both the strategic and
day-to-day operations of the organization

|s designed to provide reasonable (cost-
effective) assurance that the organization can
successfully accomplish its mission



Enterprise Risk DAS
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Management Definition

A process effected by an entity’s board of
directors, management, and other personnel,

applied in a strategy setting across the
enterprise.

The process Is designed to identify potential
events that may affect the entity, manage
risks to be within its risk appetite, and provide
reasonable assurance regarding the
achievement of entity objectives.

Committee On Sponsoring Organizations



Enterprise Risk DAS
Management

An organization-wide or holistic approach to
the risk management process. It should be
owned & enforced by Management and be
iIntegrated into operations. Benefits include:

Reduce the incidence of serious negative
surprises

Quickly identify emerging risks and problem
areas before they escalate and cause serious
harm

Respond to expectations of regulators,
stakeholders and others

Make risk and controls understandable




Enterprise Risk DAS
Management

Continued ...

Provide a simple, uniform methodology that is
applicable in all environments

Enhance accountability and communication

Continuously eliminate unnecessary controls
and add needed controls

Reduce response time for emerging risks

Focus efforts on important issues and
concerns



Internal Auditing S

As defined by the llA:

Internal Auditing is an independent, objective
assurance and consulting activity designed to
add value and improve an organization’s
operations. It helps an organization
accomplish its objectives by bringing a
systematic, disciplined approach to evaluate
and improve the effectiveness of risk
management, control, and governance
processes.
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Internal Auditors S

Internal Auditors are directed by [IA
standards to review governance and
risk management; both of which are
crucial sub-processes of management
principles and are considered to pose
very high risks to an organization when
they are not operating effectively.
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DEPARTMENT OF
ADMINISTRATIVE
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Adds a requirement into law that
Executive branch agencies required to
have an internal audit function audit a
component of the governance and risk
management processes once every five
years.

Has passed the House; waiting to be
assigned to a committee on the Senate

side.
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Governance Roles DAS

SERWVICES

Audit: Training, ensure controls exist, provide
iInput

Management: Carry out mission; protect
assets; communicate

See handout for specifics on internal audit’s,

audit committee’s, and management’s roles
In the Governance process
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Internal Audits Primary Role DAS
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Assurance:
Reviewing the management of key risks

Evaluating the reporting of key risks
(timely & to appropriate stakeholders)

Evaluating risk management processes

Giving assurance (or opinion) that risks
are correctly evaluated

Giving assurance on the risk management

process
Ensure audit scope aligns with the ERM framework.

14



Internal Audits DAS
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Supplemental Role in ERM ~ “°

Consulting

Facilitating identification and evaluation of
risks

Coaching management in responding to risks
Coordinating ERM activities
Consolidated reporting on risks

Developing and maintaining the ERM
framework

Championing the establishment of ERM

Developing risk management strategy for
board approval
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Management Role In DAS
Governance

In carrying out governance role, management
should strive to:

Promote Transparency

Help the Board be informed, independent and
active

Have a clear and simple strategy that all can
repeat

Don’t be defensive
ntellectual honesty

Promote a strong, practical and efficient
Internal control environment
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Management Actions and DAS
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Decisions in ERM

Own the process (NOT Internal Audits Role):
Setting the risk appetite
Imposing risk management processes
Management assurance on risks
Making decisions on risk responses
Implementing risk responses

Accountabillity for risk management or risk
management process

17



Internal Control S

As defined by COSO:

Internal control Is a process affected by an
entity’s board of directors, management, and
other personnel, designed to provide
reasonable assurance regarding the
achievement of objectives in the following
categories:

Effectiveness and efficiency of operations
Reliability of reporting
Compliance with applicable laws and regulations

18



Components of Internal DAS
Control S

Control (Internal) Environment
Integrity and ethical values
Commitment to Competence
Board of Directors and Audit Committee
Management’s philosophy and style
Organizational structure
Assignment of authority and responsibility
Human resource policies/practices
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Components of Internal
Control

DAS

DEPARTMENT OF
ADMINISTRATIVE
SERVICES

Objective Setting

Event Identification

Risk Assessment

Risk Response

Control Activities

Information and Communication
Monitoring

For more information:
www.theiia.org
www.COSO.org
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, DEPARTMENT OF
ADMIMISTRATIVE
u SERWVICES

If agencies In the State of Oregon had
strong ERM processes in place
currently, what would be different about
the budget cut decision process we are
facing today?
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Ask your internal auditor!

Pamela J. Stroebel Valencia, DAS CAE,
CPA, CIA

pamela.valencia@das.state.or.us
503-378-4037

DAS Risk Management Debbie Fifield,
Manager

22
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Credits DAS

EPARTMENT OF

SERWVICES

The Institute of Internal Auditor’s

International Professional Practices
Framework

COSO ERM Executive Framework,
September 2004

David Clouse, CAE, Oregon
Department of Forestry

David Crawford, JDEnNterprises
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Future RMAC Topic ldeas =i

Risks In economic crisis
Evaluating risks

COSO Framework
Controls
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Why We|Exist

DAS - Internal Audit Section

2008 Director's Office Business Plan - Risk Assessment

DRAFT

The Director's Office cultivates a government culture that is results-oriented and accountable to the citizens of the state. Our goal is to strengthen management’s ability to

wht we Plan

To Do

The table that follows outlines the actions that the Director’s Office will take to pursue the Department of Administrative Services’ goals and strategies.

Contact Information
For more information about Director’s Office planning and performance measurement functions please contact:

XXX, Deputy Director, Phone: 503-378-XXXX, E-mail: XX.XX@das.state.or.us

DAS Goal Strategy Tactic Action Performance Measures or Associated KPM Lead Risk Impact Probability Risk Management Strategy
Checkpoints Worker/Section
Goal 1: Excellent Coor_d!natel Administer DAS Customer 90% of customers that rate L ?ercgnt of pusto.mers rating DA.S may n_ot be able to . T , )
Foster excellent  |administration of ) . : B their satisfaction with the . . deliver services to agencies Mitigation: DAS' strategic plan
Customer ) 1 [Service Survey—Annually in  [overall service quality as good . . Mini Kobbervig |.. M M L
. customer relations |DAS Customer agency's customer service as timely or at a level addresses this issue.
Service January or excellent

Service Survey

"good" or "excellent"

satisfactory to the agency.
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